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Abstract—The application of multi-modal biometric methods insecuring mobile ad-hoc network has
been addressed in this paper. A MANET is an infratsucture less network for mobile devices connected
by wireless link. The mobile network is often vulneable to security attacks even though there are man
traditional approaches, due to its features of opemedium and dynamic changing topology. Multi-modal
biometrics is deployed to work with intrusion detetion systems (IDSs) to overcome the shortcomings of
uni-modal biometric systems. The cluster head isetted in which Dempster-Shafer theory is evaluateith
order to increase the observation accuracy to maiain high security and trusted MANET. Since each
device in the network has measurement and estimateiinitations, more than one device needs to be

chosen, and observations can be fused to increadsservation accuracy using Dempster—Shafer theory
for data fusion.

Keywords — MANET- Mobile Adhoc Network, IDS- Intrigs Detection System, ANN- Artificial Neural
Network, DT — Decision Tree.

.  INTRODUCTION

The mobile ad-hoc networks (MANET) are becoming enattractive for use in military applications. The
MANETSs are the recent advances in mobile compuéing wireless communication. Supporting security —
sensitive application in hostile environment hasdmee an important research area for MANETs [8].
A MANET is a self-configuring infra structure lesgetwork of mobile devices connected by wirelesk.IDue

to this mobile network is often vulnerable to séguattacks. Each device in a MANET is free to move
independently in any direction, and will therefarkange its links to other devices frequently. Eaulst
forward traffic unrelated to its own use, and tlfieme be a router. The primary challenge in buildniyIANET

is equipping each device to continuously maintdie information required to properly route traffisuch
networks may operate by themselves or may be cteohée the larger internet. In high security MANE Tiser
authentication is critical in preventing unauthedauser from accessing or modifying network resesirelence

in MANET authentication is done continuously andginently [1]. User authentication can be perforrbgd
using one or more types of validation factors: klemlge factors, possession factors, and biometdmoifa.
Knowledge factors (such as passwords) and possefsgitors (such as tokens) are very easy to impieimet
can make it difficult to distinguish an authentgeu from an impostor if there is no direct conrattetween a
user and a password or a token. Biometrics teclgolsuch as the recognition of fingerprints, irjsexes,

retinas, etc., provides possible solutidnsthe authentication problem [5]. In addition,ristion detection
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systems (IDSs) are important in MANETS to effedijvielentify malicious activities and so that the MET
may appropriately respond. IDSs can be categoasddllows 1)network-based intrusion detection, which runs
at the gateway of a network and examines all inogniackets; 2) router-based intrusion detectiorichvis
installed on the routers to prevent intruders fremtering the network; and 3) host-based intrusieteation,
which receives the necessary audit data from tls¥<shoperating system and analyzes the generaeutseto
keep the local node secure. For MANETS, host-b#9&s are suitable since no centralized gatewayuter

exists in the network [7].

[l.  RELATEDWORKS
Certificate Authorities (CA) for authentication &l hoc mobile networks and proposed a method withipte
certificate authorities CAs based on threshold twymaphy [2]. These multiple CAs have secret shafes
Certificate Authority Signing Key (CASK) while noAS individually know the whole complete CASK, which
can be known only when CAs of more than M node$abolate. An attacker has to break into a threshold
number of servers in order to get access to theskey of the service. To prevent compromisesefderver,
share refreshing is periodically done. This apphda&s some weaknesses for example nodes thatsagnated
to be servers have to work more than others.dtss difficult for the servers to know the Publieyk of all the
nodes in an ad hoc mobile network especiallyig iarge. In popular network authentication amttiires, two

entities authenticate each other via certificagsged by a trusted certification authority (CA).

The fully-distributed certificate authority extentte idea of the partially-distributed approachdbstributing
the certificate services to every node [2]. In #ygproach, after the bootstrapping phase, a new caxl join the
network at anytime through self-initialization. $mode can obtain its own secret share of CASK thithhelp
of M local neighbor nodes. Although this approachances scalability and availability, it still deps on an

offline authority during the bootstrapping phase.

Narasimha [2] pointed out the weakness with Lueghantication approach that is the secret shaliaged on
RSA signature does not provid@ important property known as verifiability. Thpyoposed the method for
group admission control in peer-to-peer systemghware given a trustable CA. It is based on DSAatgre

which has verifiability.

Hubaux [2] proposed a scheme based on a chainbdicFeey certificates, which is scalable and sefjanized.
Their approach involves issuing certificates by @isers themselves without the involvement of anyifizate

authority.

Capkun [2] proposed an authentication method asdreesd that, mobility helps security. Their keyddeas
that, if two nodes are in the vicinity of each athtbey can establish a security association (SA¢xxzhanging

appropriate cryptography materials through a sechiamnel with short transmission range.

Seongil [2] pointed out that, this direct soluti@kes a long time because it requires a node toueer every
node that it wants to communicate with. As yearsbgth security issues and authentication methods ar
improving along the growth of MANET [2]

[ll.  EXISTINGSYSTEM
A. Uni-modal biometric approach
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The various components of the networks are sersgraple of distributing information), node or hoBhe
individual sensor is responsible for validating theer request and respond instantly by the samsosehhe
level of observation is minimum. The entire sysismvorking in trust worthy basis node may not beasaof
sensor state it blindly accept the result produmethe sensor. The two states of the sensors ause¢lre and

(2) compromised. During the compromised state sewslbnever validate and accept the node blindiis

)

may results in security breaches.

validate

request
N —
O

user SYSLEM  pegponge

sensor

Figure 1 Uni-Modal Approach

IV. PROPOSELBYSTEM
A. Multi-modal biometric approach

Distributed combined authentication and intrusietedtion with data fusion [7] [4] in mobile ad-hoetworks
(MANETS). Multi-modal biometrics [8] is deployed twork with intrusion detection systems (IDSs) [@] t
alleviate the shortcomings of uni-modal biometstems. Since each device in the network has measunt
and estimation errors, more than one device needsetchosen, and observations can be fused toasere
observation accuracy using Dempster-Shafer thegri3] for data fusion. The system decides whettrenot
user authentication (or IDS input) is required, aidch biosensors (or IDSs) should be chosen depgrah
the security posture. The decisions are made mlla distributed manner by each authentication devand
each IDS [7].

- \, )/

cluster
head

(data
fusion)

Figure 2 Multi- Modal Approach

V. METHODOLOGYUSEDIN HIGH SECURITYMANET
A. Biometric Systemisclude two kinds of system modals
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* ldentification.

* Authentication.

The proposed system operates in authentication mbaerks based on a comparison of the matchirmgesc
between the input sample and the enrolled templétén each and every host with a decision threshehch

biometric system outputs a binary decision: acoepéject.

B. Intrusion Detection System
Two main techniques

* Misuse detection

* Anomaly based detection

Multiple algorithms have been applied to model@ttsignature or normal behavior patterns of systigthfl].
Three common algorithms are described in the ngbgections
i) Decision tree (DT)

e DT is a useful machine learning technique, is useatganize the attack signatures into a tree tstreg6].
« A DT takes an object (or) situation described ksetof attributes and returns the predicted owplues

for the input (i.e.) “decision”.

ii) Artificial neural networks (ANN)

The ANNs are very different from expert systemsesithey do not need a knowledge base to work. ddste
they have to be trained with numerous actual cadas.ANN is a set of elementary neurons which are

connected together in different architectureganized in layers what is biologically ingmr[6].

Input layer Hidden layer Output layer

Figure 3 Neural Networks

The Figure 3 shows the feed forward artificial mtumetwork architecture for pattern recognizingdshen the

given input provided by user.

iii) Naive bayes

A naive bayes classifier is based on a probaltilistodel to assign the most likely class to a given
instance [6]. The naive Bayes probabilistic modbsteactly, the probability model for a classifies &

conditional model

(1)
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over a dependent class variallevith a small number of outcomes dasses conditional on several feature
variablesF; throughF, which is shown in (1). The problem is that if thember of featuren is large or when a
feature can take on a large number of values, biasing such a model on probability tables is irfdasWe
therefore reformulate the model to make it moretsiale.

Using Bayes' theorem, we can write the equatidn &2).

PE,....F) (2)

C. Data Fusion

In proposed scheme L sensors are chosen for aigimg and intrusion detection at each time slattiserve
the security state of the network

e To obtain the security state of the network, th@sservation values are combined and decision about
the security state is made.

» Sensor might be in either the state (1) securg2ncompromised.

» If so sensor in compromised state they may regultsaccurate assessment. It's quite difficult to
ascertain which observers are compromised.

Therefore, choosing an appropriate fusion methadlitigal in our proposed scheme we use DEMPSTER
SHAFER THEORY [7] [3] for measuring probability tife secured state of sensor node.

VI. SYSTEMMODEL
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Figure 4 Example of markov chain for a single nedstate transition

Figure 4 Shows transition diagram for sensor stasésg markov chain model Security states of tmsceare
(1) Secure and (2) compromised Energy state ade¢hsors are (1) High and (2) low. These are various
probability of state transition.

VIl. SIMULATION RESULTS
In this section, we use computer simulations toluata the performance of the proposed scheme with a

without using data fusion. We consider the follogvisimulation scenario: A MANET is equipped with two
biosensors for continuous authentication, iris sgnand fingerprint sensor. Each sensor Includesgecurity
states, i.e., safe and compromised, and two ersteggs, i.e., high and low, which means that tlae@esfour

states for each sensor. The iris sensor is morensiyge and also provides more accurate authewmticafine
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fingerprint sensor provides intermediate securitthantication and has intermediate energy costrellsean

IDS in the MANET, which uses the least energy aasl the least accuracy in detecting the securitg.sta
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Figure 5 Cost comparisons among the proposed schvtindata fusion, the proposed scheme without fiesi@n, and the
existing scheme

Figure 5 shows the cost estimation is done betvegsting and proposed scheme (with and without data
fusion). The cost and network traffic are diregipportional. In existing system, there are mangsgalities
of intruder to increases the network traffic. Thius simulation result predict that cost increasgmpentially
in powers of 2(twice) when compared to the propasestem. The cost is decreased by 5% with each and

every advancement in the scheme.
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Figure 6 Information leakage comparisons amongthobemes.

Figure 6 shows the leakage of information to theérusted node in both existing and proposed sch&ue.
to the less observation the probability of intruidenigh in the existing system. The simulatiorutssat 28’

step the proportion of information leakage is Ob3%4s) in existing system and 0.15-0.25(bytesyappsed
system. The percentage difference is (10-15%) @aith and every scheme.
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Figure 7 Network compromise comparisons among tsceemes under different transition probabilities

Figure 7 shows the compromising probability betwest-modal and multi-modal approach. Due to the
estimated limitations of biosensors it needs tooskeomore number of sensors to validate. Since iimodal
approach one sensor is responsible for authemtg#iie user the probability of sensor is high. $imeulation
result at a instant is 0.35 for existing system nehees for proposed system is 0.1 probability. Theitkbe a

steep change from existing and proposed schenmmipromising the network.
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Figure 8 comparing the existing and proposed schzmsed on the number of intruder and number sensor

Figure 8 simulations to define the complexity andcompare with the existing system. The three difie
factors are used to estimate cost, energy spendirdnodmation leakage with their fixed compromising

probability.

VIIl. CONCLUSIONAND FUTUREWORK
Combining continuous authentication and intrusiatedtion can be an effective approach to improwe th

security performance in high-security MANETSs [7].[|n this paper, we have presented a distributdrbime
combining authentication and intrusion detectiam.the proposed scheme, the most suitable biosef@ors
authentication or IDSs are dynamically selectedelasn the current security posture and energy sstdte
improve upon this concept, Dempster—Shafer theasylieen used for IDS and sensor fusion since rhare t
one device is used at each time slot [7] [3]. Tistritbuted multi-modal biometrics and IDS schedglprocess

can be divided into offline and online parts toigdte the computational complexity [8].
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Further work is in progress to reduce the compatatiomplexity of the proposed scheme by searching
for some structured solutions to the distributetesling problem. In addition, we plan to considesre

nodes’ states, such as mobility and wireless cHanimemaking the scheduling decisions in MANETS.
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